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Il business dell’ e-commerce
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Crescita del 19% annuo
Nel 2014 si valuta un business di 1.5 trillion $
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Il mercato

Rest of
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Il lato oscuro dell’informatica.....

Ogni 60 secondi si realizza nel mondeo
un reateo basato su furte di identita,

sempre piv in mede digitale. 1l “gire di
alffari” @ valutateo pari a 1 miliarde i €
(eirea il prezzo di 10.000 allogyi a




INTERNET CRIME COMPLAINT CENTER

Overall Statistics

Total complaints received: 289 874

Complaints reporting loss: 114 908

Total Loss: $525.441 110.00

Median dollar loss for those reporting a loss: $600.00
Average dollar loss overall: $1,813.00

Average dollar loss for those reporting loss: $4.573.00
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Multimedia: Images
Aliases:

Aleksei Belan, Aleksey Belan, Aleksey Alexsevevich Belan, Aleksey Alekseyevich Belan, Alexsei Belan, Abyr Valgov,
"Abyrvaig”, "Fedyunya®, "Magg", "M4G", "Moy. Yawik™

DESCRIPTION

Date(s) of Birth Used: June27, 1987 Hair: Brown
Place of Birth: Riga, Latvia Evyes: Blue
Height: 60" Sex: Male
Weight: 175 pounds Race: White
NCIC: W507648159 Nationality: Latvian
Occupation: Computer/Network Engineer and Software Programmer

Remarks: Belan has Russian citizenship and is known to hold a Russian passport. He speaks Russian and may travel
to Russia, Greece, Latvia, the Maldives, and Thailand. He may wear eyeglasses and dye his brown hair
red or blond. He was last known to be in Athens, Greece.
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CAUTION

Between January of 2012, and Apnl of 2013, Alexsev Belan 1 alleged to have mtruded the computer networks of three

major United States-based e-commerce companies n Nevada and California. He 13 alleged to have stolen their user
databases which he then exported and made readily accessible on his server. Belan allegedly stole the user data and the
encrypted passwords of millions of accounts and then negohated the sales of the databases.

Two separate federal amrest warrants for Belan have been 15sued. One was 1ssued on September 12, 2012, n the United
states District Court, Distnct of Nevada, Las Vegas, Nevada, after Belan was charged with obtanmg information by
computer from a protected computer; possession of fifteen or more unauthonzed access devices; and aggravated identity
theft. The second warrant was 1:3ued on June 6, 2013, m the Unted States Distnet Court, Northem Distrnct of Califorma,
dan Francisco, Califorma, after Belan was charged with two counts of fraud m connection with 2 computer and two
counts of aggravated 1dentity theft

REWARD
The FBI iz offering a reward of up to $100,000 for information leading to the arrest of Alexsey Belan




1. United States
2. Canada
3. United Kingdom
4. Australia
5. India 0.5871%

Prof. marco mezzalama - 2013



Il caso Lush (UK)

Credit card details stolen by Lush hackers

Sarah Collerton

Updated Tue 15 Feb 2011, 3:18pm AEDT

Cosmetics company Lush has admitted its
out-of-date computer system has left thousands
of its customers vulnerable to hackers.

Shoppers using Lush's online stores in Australia and
New Zealand have been urged to cancel their credit
cards today after the company's website was
targeted by cyber thieves.

Lush Australasia director Mark Lincoln has told ABC
News Online their online customer database has
been stolen.

PHOTO: It follows a similar attack on Lush’s UK parent
company in January.

He says Lush customers were not informed their
credit card details were being stored on the
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Il caso Lush (UK)

MailOnline

Home RUCIVER U.S. | Sport | TV&Showbiz | Femail | Health | Science | Money | Video | Coffee

News Home | Arts | Headlines | Pictures | Most read | News Board

Thousands of bank details at [
AEEE‘ETE risk as hackers hit Lush UK's ‘
website

By JAMES TOZER
UPDATED: 04:13 GMT, &2 January 2011

ATTIADONE [N PROMOZICHE
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Il caso Amazon

amazon

According to book seller Amazon.com, its
widely publicized attack resulted in a loss of
$600,000 during the 10 hours it was down.



Attacchi a nazioni

China Hit with Biggest DDoS : i
Attack in its History Education and Networking
Wherever you are
in the World!
AND Earn up to

26 August 2013

China faced the largest distributed denial-
of-service (DDoS) attack in its history over the
weekend, leading to a two-to-four hour
shutdown of swaths of IP addresses using .cn,

China's country code top-level domain.

The China Internet Metwork Information Center (CNMNIC), which

maintains the registry for .cn, issued an apology and a notice that at 2 and 4 in
the morning early Sunday local time, its National Nodes DNS was hit with two
big attacks. The attacks are continuing on the registry itself, it said, although
naticnal domain name resolution services have been gradually restored.

CloudFlare CEQ Matthew Prince told the Wall Street Jowrnal that his company
saw a 32% drop in traffic for the thousands of Chinese domains on the
company’s network during the attack pericd, compared with the same

timaframe on Saturday.

Despite China's technical sophistication and reputation for having a crack
cybersecurity force in place for both defensive and offensive actions, the

razlitir ic that thic stfarl o aaccivae sc i wrss sescen™ macracesiribae fha asnrls aFf =

6 CPE Credits

. Drespite China's technical sophistication,
the reality is that this attack wasn't necessarily
the work of a sophisticated operation



Uno scenario che cambia.....

Da “gioco” a strumenito di guadagno economico
illegito @ di competizione politico-militare

Lintrusione della criminalita organizzata

La crescita rilevante di azioni mirate al furto
di identita digitale (phishing)

La crescente sofisticazione degli strumenti
informatici di attacco (Mmalvare)
La nascita di un mercato di Strumenti per il

cybererime



Chi sono?




ISERDO International authorities have

arrested (july 2010) a computer
hacker believed responsible for
creating the malicious computer
code that infected as many as 12
million computers, invading
major banks and corporations
around the world, FBI officials
told The Associated Press on
Tuesday.

The Mariposa botnet, which has
been dismantled, was easily one
of the world's biggest botnets. It
spread to more than 190
countries,




Gli attorl

Rete
Internet

venditore acquirente
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Il furto non avviene sempre tramite
larete .......

ATM |




Le minacce

e minacce alla sicurezza dell’e-commerce sono
classificablli in tre categorie:

1.Azionl malevole e delittuose

2.Soluzioni informatiche non adeguate

3.Ignoranza e superficialita degli
utenti
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rhishing
(la pesca del creduloni

Una richiesta via mail, un fiato
sito ed ecco scattare la piu subdola delle trappole
W antiphishing.org
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http://www.antiphishing.org/

La sicurezza dell’e-commerce

1.Sicurezza della rete (canale cifrato e
autenticato)

2.Silcurezza del client (pc, laptop,
smartphone, tablet)

3.Autenticazione del sito e del consumatore



Sicurezza del collegamento

Tecnologie: protocolli SSL, TLS, HTTPS, SETI



Canale sicuro

Mi serve Il tuo numero
di carta di credito




Canale sicuro
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Crittografia

Attenzione!
Asterix cl ascolta!




Crittografia a chiavi asimmetriche
Chiave pubblica/chiave privata
Certificato

Bailey Whitfield "Whit" Diffie Martin Edward Hellman
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Autenticazione del sito
(verifica URL)

1.Attenti al nome (www.banca.it.ro)

2.Attenti al protocollo (https)

3.Diffidare (molti link presenti in mail, social
media, icone pubblicitarie sono fraudolenti)



éﬂ https://www.unicredit.it/it/privati.html wve g' Google P ¥+ #

ﬂ Pilivisitati | | Comeiniziare | | Raccolta Web Slice n Siti suggeriti

| »

CHISIAMO  CONTATTI AGENZE LAVORA CONNOI  UEFA CHAMPIONS LEAGUE

Benvenuto in

auniCredit Cerca nel sito UniCredit Cerca APRIUN CONTO >

PRIVATIE FAMIGLIE | GIOVANI | PRIVATE BANKING ‘ PICCOLE E MEDIE IMPRESE | CORPORATE BANKING il Area Clienti >

finoa 30 anni | peripstrimoni importanti fatturato fino 8 € 50 milioni fatturato oltre € 50 milioni

Conti Carte e bancomat Prestiti Mutui Investimenti e risparmio  Assicurazioni Servizi innovativi

Subito Banca

La Banca dove vuoi Stanco di contare Con Genius Card basta
. le monetine un Beep drazie
UniCreditCard Flexia alla cassa? alla tecnologla
Classic
La nuova carta di credito flessibile
Genius Card
Per i tuoi acquisti semplici e
veloci ¢ 10 PUBBICITARID Ot f i FORMATIVEIN AGENZIA E 90 WWW.UNCEECRRIR
Conti e Carte Finanziamenti e Investimenti  Altri Prodotti e Servizi UniCredit in Italia
Per i temton, le
Subito Banca Unisce tutto in una rata L'App UniCredit peripad [T persone, le imprese
Scopri la nuova iniziativa Prestito CreditExpress Compact Semplice, intuitiva e sicura
Lamiabancainun
Genius Card Prestiti Personali Servizi Online click. Scopri i nuovi
Confronta Conti — Trova il Conto I prestito personale flessibile App Mobil Banking keI
Il risparmio delle
Conto Super Genius 2.0 Mutui casa Persona Protetta famiglie italiane
Conto tutto Compreso Titoli obbligazionari MyBank per chi acquista Dieci consigli per i
ik . O Ve et B3 sai rancnmatnri Y
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Sicurezza: Sicurezza:

Si 0 no? come?



Cliccando sul lucchetto ....

6 m hittps://www.unicredit.it/it/privati.html

% Piu visitati & Informazicni pagina - https:y/fwww.unicredit.it/it/privati.htmil

= | B3| 22 |

| Vizualizza certificato |

Privacy e cronclogia

Questo sito € gia stato visitato prima di oggi? 5i, 21 volte
Questo sito web sta memoerizzando informazioni (cockie) i ‘ TE— l
sul computer?
Esistono password memornizzate per questo sito web? No Mostra password
|
/
Dettagli tecnici /

Connessione cifrata: alta @G_EA_WHH_AE_E 536_CBC_SHA, chiavi EuD

La pagina visualizzata € stata cifrata prirna di essere trasmessa.

La cifratura rende melto difficile osservare le informazioni scambiate tra computer a persone nen
autorizzate. E quindi improbabile che qualcune sia riuscito a leggere il contenuto di questa pagina
durante il suo transito attraverso la rete,

- r N : .
i ) EH T = Sicurezza:
w = -V .
Generale  Media Permessi  Sicurezza - - con Ch|r)
- i -

- - - -

Identita sito web - -
-

Sito web: www.unicredit.it - IMP
Proprietario: nibili informazioni sul proprietario di questo sito web. il
WVerificata da: VeriSign, Inc. ri 5

’

Sicurezza:
guanta?

LRI

SCOPN [a nuova miziativa Fresio CrediiCxpress Compact
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Certificato:“www.unicredit.it” | 2

Eenerale|gettag|i

Questo certificato & stato verificato per i sequenti utilizzi:
Certificato server S50

Rilasciato a

Mome comune (CM) www, unicredit.it

Organizzazione () Unicredit 5.p.A.

Unitd organizzativa (OU)  Applicativi

Mumero senale 77:91:9E:48:EE:E8:4 & AB:D7: DR AE:S4:57:D2:47:99
Rilasciato da

Mame comune (CM) VeriSign Class 3 International Server CA - G3
Organizzazione (J) VeriSign, Inc,

Unita organizzativa (OU)  VeriSign Trust Metwork

Validita

Rilasciato il 10,/07,/2013

Scade il 12/07/2014

Impronte digitali

Impronta digitale SHAL  50:7E:BG:03:45:A5:BE:AZ: AR 20:26:F5:81:21:1 0:20:08: DF:53:1C
Impronta digitale MD5S  27:4E11:24:F5: CRE86:FR56:32: 006890 F2:0E:FA
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@ Banca via Internet - UniCredit Banca - Mozilla Firefox [

o|B] 3

File Echit e B

£ Most Visited || GARR - Itali

R w@ Page Info - httpsi/fonline.unicreditbanca.it/flogin.htm

158~ o
bl R p— = ' !
Aoy Dolis Rlatco D) S - i >

v UniCredit Ban

o =

o)

PRIVATI

LOGIN BANCA VIA

Home page > Privati > Ingress

¢ UniCredit Banca |

copicE[ |

Importante: dopo aver cliccato
password dell'UniCredit Pass
vengono richieste esclusivams
banifici).

PIN

SCOPRI I VANTAGGI DI

Guarda la
Demo Interattiva

postali in banca via Internet

Dati societari | Privacy |

UniCredit Banca- P v

< |

General Media Permissions  Security

Web Site Ide

Web site online.unicreditbanca.it e B —

Owner upply ownership information. T
Verified by UGIS S.p.A.

Privacy & History

Have Ivisited this web site before today?

Mo
{;thls weh Slte? staring information {cookies) on Yes T e
Y camputer!
Have I saved any passwords for this web site? Mo [ i Savel Passanonds ]

Technical Details

Connection Encrypted: High-grade Encryptio@g {(RC4 128 bit
The page you are viewing was encrypted beforeNgg

ed over the Internet,

Encryption malkes it very difficult for unauthorized people to view information traveling between
computers, It is therefore very unlikely that anvone read this page as it traveled across the network.

otetta

— —
NOVITA BOLLETTINI

Da oggi puoi pagare tutti i bollettini

Scopri la novita »

Trasparenza
02843911203

LA NUOVA FORMA DI REGALO NUOVI TENTATIVI
Genius Card Web, |a carta DI TRUFFE ONLINE

virtuale ideale per acquistare
online viaggi, vacanze e non solo...

Scopri di pit » Scopri come difenderti » |

o
Requisiti di sistema | Credits | Glossario | Aderiamo a zf‘mlm © 2010

-
-

Done

Sicurezza:
come?

—

_, Slcurezza:
con chi?

Sicurezza:
guanta?

e

Sicurezza:
Si 0 no?



Sicurezza del client

1.Attenti al malware (virus, worm, cavalli di
Troia, ...)

2.Attenti a scaricare sw 0 apps non sicure

3.1l caso del Keylogger



Keylogger

Ogni tasto e copiato (e trasmesso...)
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Autenticazione dell’utente

amalazzem



Sicurezza nelle transazion

3D Secure: cos'e

Verified by
VISA
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Sicurezza nelle transazioni
(one-time password — OTP)
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